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CV
 
Kai- Dietrich Wolf studied mechanical engineering and applied mechanics at the Technical University of 
Darmstadt and at UC Berkeley in California as DAAD scholar. He received his doctorate in applied 
mechanics from Technical University of Darmstadt. He worked on the modeling and application of 
piezoelectric ceramics and actuators in vibration engineering and the reliability of such systems as vising 
scholar, e.g. at the Technion in Israel and at Stanford University. In a spin- off company of Siemens AG, Dr. 
Wolf led the research activities for the market introduction of small piezoelectric drives suitable for mass 
production. He led the department "System Reliability and Machine Acoustics" of TU Darmstadt, which is in 
close cooperation with the Fraunhofer Institute for Structural Durability and System Reliability, on behalf of 
the chair holder. In 2009, Dr. Wolf was appointed full professor for Mechatronics and Head of the Institute 
for Security Systems at University of Wuppertal. His current research focuses on fundamentals of risk metrics
 (including physical, cyber and safety), physical security analysis of critical infrastructures as well as the 
application of innovative technologies for modern access control systems. Prof. Wolf chairs the Expert 
Committee 512 "Safety and Security" and is co- chair of the advisory board “Safety and Reliablity” of the 
Association of German Engineers (Verein Deutscher Ingenieure). 
 
Publications
 
Conference contributions and magazine articles
 
vom Stein, M., Hoppe, M., Sommer, M., Wolf, K.- D.: Measuring the spatial Acuity of vibrotactile Stimuli: A 
new Approach to Determine Universal and Individual Thresholds. In: Elsevier: Displays (September 2023); 
doi: https:// doi.org/10.1016/ j.displa.2023.102546.
 
Witte, D., Lichte, D., Wolf, K.- D. On the Impact of Epistemic Uncertainty in Scenario Likelihood on Security
 Risk Analysis. In: Proceedings of the 33rd European Safety and Reliability Conference (ESREL 2023, 
Southampton, United Kingdom, 03.09. – 08.09.2023). Ed. by Mário P. Brito, Terje Aven, Piero Baraldi, 
Marko Cépin und Enrico Zio, doi: 10.3850/978-981-18-8071-1_P603- cd.
 
Demmer, T., Kahlen, J., Lichte, D., Wolf, K.- D. On the Use of Control Theory to Enhance Systems Towards 
Resilience. In: Proceedings of the 33rd European Safety and Reliability Conference (ESREL 2023, 
Southampton, United Kingdom, 03.09. – 08.09.2023). Ed. by Mário P. Brito, Terje Aven, Piero Baraldi, 
Marko Cépin und Enrico Zio, doi: 10.3850/978-981-18-8071-1_P434- cd.
 
Termin, T., Lichte, D., Wolf, K.- D. Risk Adjusting of Scoring- based Metrics in Physical Security 
Assessment. In: Proceedings of the 33rd European Safety and Reliability Conference (ESREL 2023, 
Southampton, United Kingdom, 03.09. – 08.09.2023). Ed. by Mário P. Brito, Terje Aven, Piero Baraldi, 
Marko Cépin und Enrico Zio, doi: 10.3850/978-981-18-8071-1_P011- cd.

 
Witte, D., Lichte, D., Wolf, K.- D. An Approach to the Consideration of Uncertainties in Cost- Benefit 
Optimal Design of Physical Security Systems. In: Proceedings of the 32nd European Safety and Reliability 
Conference (Dublin, Ireland, 28.08. – 01.09.2022). Ed. by Maria Chiara Leva, Edoardo Patelli, Luca 
Podofillini, Simon Wilson. ISBN: 978-981-18-5183-4, doi:10.3850/978-981-18-5183-4_R26-02-269- cd.
 
Termin, T., Lichte, D., Wolf, K.- D. An Analytic Approach to Analyze a Defense- in- Depth (DiD) Effect as 
proposed in IT Security Assessment. In: Proceedings of the 32nd European Safety and Reliability Conference 
(Dublin, Ireland, 28.08. – 01.09.2022). Ed. by Maria Chiara Leva, Edoardo Patelli, Luca Podofillini, Simon 
Wilson. ISBN: 978-981-18-5183-4, doi:10.3850/978-981-18-5183-4_R26-01-246- cd.
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Demmer, T., Kahlen, J., Lichte, D., Wolf, K.- D. Towards the Prediction of Resilience: An Equation- based 
Resilience Representation. In: Proceedings of the 32nd European Safety and Reliability Conference (Dublin, 
Ireland, 28.08. – 01.09.2022). Ed. by Maria Chiara Leva, Edoardo Patelli, Luca Podofillini, Simon Wilson. 
ISBN: 978-981-18-5183-4, doi:10.3850/978-981-18-5183-4_R23-04-456- cd.
 
Lichte, D.; Witte, D.; Termin, T.; Wolf, K.- D. Representing Uncertainty in Physical Security Risk 
Assessment. Considering Uncertainty in Security System Design by Quantitative Analysis and the Security 
Margin Concept. In: European Journal for Security Research; November 28, 2021. doi: 10.1007/ 
s41125-021-00075-3.
 
Witte, D.; Bach, S.; Lichte, D.; Fiedrich, F.; Wolf, K.- D.: Functional Impact Analysis for Complex Critical 
Infrastructure Systems. In: Proceedings of the 31st European Safety and Reliability Conference (Angers, 
France, Sept. 19-23, 2021). Ed. by B. Castanier; M. Cepin; D. Bigaud; C. Berenguer; ISBN: 
978-981-18-2016-8; doi:10.3850/978-981-18-2016-8_280- cd.
 
Termin, T.; Lichte, D.; Wolf, K.- D.: Physical Security Risk Analysis for Mobile Access Systems Including 
Uncertainty Impact. In: Proceedings of the 31st European Safety and Reliability Conference (Angers, France, 
Sept. 19-23, 2021). Ed. by B. Castanier; M. Cepin; D. Bigaud; C. Berenguer; ISBN: 978-981-18-2016-8; 
doi:10.3850/978-981-18-2016-8_175- cd.
 
Lichte, D.; Termin, T.; Wolf, K.- D.: On the Impact of Uncertainty on Quantitative Risk Assessment. In: 
Proceedings of the 30th European Safety and Reliability Conference and 15th Probabilistic Safety 
Assessment and Management Conference (Venice, Italy, November 1-6, 2020). Ed. by P. Baraldi; F. Di 
Maio; E. Zio; ISBN / doi: 978-9981-14-8593-0.
 
Witte, D.; Lichte, D.; Wolf, K.- D.: Threat Analysis: Scenarios and Their Likelihoods. In: Proceedings of the 
30th European Safety and Reliability Conference and 15th Probabilistic Safety Assessment and Management 
Conference (Venice, Italy, November 1-6, 2020). Ed. by P. Baraldi; F. Di Maio; E. Zio; ISBN / doi: 
978-9981-14-8593-0.
 
Termin, T.; Lichte, D.; Wolf, K.- D.:Approach to Generic Multilevel Risk Assessment of Automotive Mobile 
Access Systems. In: Proceedings of the 30th European Safety and Reliability Conference and 15th 
Probabilistic Safety Assessment and Management Conference (Venice, Italy, November 1-6, 2020). Ed. by P. 
Baraldi; F. Di Maio; E. Zio; ISBN / doi: 978-9981-14-8593-0.
 
Lichte, D.; Witte, D.; Wolf, K.- D.: Comprehensive Security Hazard Analysis for Transmission Systems. In: 
ISCRAM 2020 Conference Proceedings – 17th International Conference on Information Systems for Crisis 
Response and Management (Blacksburg, VA, USA, 2020). Ed. by A. Hughes; F. McNeill; C. W. Zobel. 
Virginia Tech. ISBN: 2411-3490.
 
Lichte, D.; Wolf, K.- D.: Bayesian Network Based Analysis of Cyber Security Impact on Safety. European 
Safety and Reliability Conference ESREL 2019, Hannover, ISBN 978-981-11-2724-3; 
doi:10.3850/978-981-11-2724-3.0288- cd.
 
Lichte, D.; Witte, D.; Wolf, K.- D.: An Approach to Software Assisted Physical Security Risk Analysis and 
Optimization. European Safety and Reliability Conference ESREL 2019; Hannover; ISBN 
978-981-11-2724-3; doi:10.3850/978-981-11-2724-3.0290- cd.
 
Lichte, D.; Wolf, K.- D.: Approach to a Bayesian Descision Model for Cost- Benefit Analysis in Security Risk 
Management. European Safety and Reliability Conference ESREL 2018, June 17-21, 2018, Trondheim, 
Norway, 2018.
 
Lichte, D.; Wolf, K.- D.: A Study on the Influence of Uncertainties in Physical Security Risk Analysis. 
European Safety and Reliability Conference ESREL 2018, June 17-21, 2018, Trondheim, Norway, 2018.
 
Lichte, D.; Wolf, K.- D.: Use Case- Based Consideration of Safety and Security in Cyber Physical Production
 Systems Applied to a Collaborative Robot System. European Safety and Reliability Conference ESREL 2018, 
June 17-21, 2018, Trondheim, Norway, 2018.
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Wolf, Kai- D.; Schmidt, Stephan: Smarte Zukunft - Sicherungssysteme im "Internet der Dinge" von Morgen. 
In: bauelement + technik- Jahrbuch 2017/2018, S. 54, Verlag RM Handelsmedien, Duisburg, October 2017.
 
Lichte, D.; Wolf, K.- D.: Quantitative Multiple- Scenario Vulnerability Assessment Applied to a Civil Airport 
Infrastructure. European Safety and Reliability Conference ESREL 2017, June 18-22, 2017, Portoroz, 
Slovenia, 2017.
 
Lichte, D.; Marchlewitz, S.; Wolf, K.- D.; Schlüter, N.: An Approach to Holistic Safety and Security Risk 
Assessment Considering Contradictory Requirements under Uncertainty. European Safety and Reliability 
Conference ESREL 2017, June 18-22, 2017, Portoroz, Slovenia, 2017.
 
Schwerdtfeger, A.; Wolf, K.- D.: Sicherheitsbewertung im Bereich Mobile Access. Tagungsband Innosecure 
2017, May 32st - June 1st, 2017, Düsseldorf, 2017.
 
Iqbal, T.; Wolf, K.- D.: PCB Surface Fingerprints Based Counterfeit Detection of Electronic Devices. IS&T 
International Symposium on Electronic Imaging, Science and Technology, January 29 - February 2nd, 2017, 
Burlingame, CA, USA, 2017; https:// doi.org/10.2352/ ISSN.2470-1173.2017.7.MWSF-338.
 
Lichte, D.; Marchlewitz, S.; Wolf, K.- D.: A Quantitative Approach to Vulnerability Assessment of Critical 
Infrastructures with Respect to Multiple Physical Attack Scenarios. Security Research Conference, 11th 
Future Security, September 13 - 14, 2016, Berlin, 2016, ISBN 978-3-8396-1011-4.

Marchlewitz, S.; Lichte, D.; Wolf, K.- D.: An Approach to Balancing of Safety and Security Requirements 
under Uncertainty. Security Research Conference, 11th Future Security, September 13 - 14, 2016, Berlin, 
2016, ISBN 978-3-8396-1011-4.

Nicklas, J.- P.; Mamrot, M.; Winzer, P.; Lichte, D.; Marchlewitz, S.; Wolf, K. D.: Use case based approach 
for an integrated consideration of safety and security aspects for smart home applications. IEEE 11th 
International Conference on System of Systems Engineering (SoSE2016), June 12-16, 2016, Kongsberg, 
Norwegen, ISBN 978-1-4673-8727-9.

Wolf, K.- D.: Authentifizierung mit Mobiltelefonen. In: GIT Sicherheit 12/2015, Wiley- VCH Verlag, 
Weinheim, Deutschland, 2015.

Theiß, R.; Wolf, K.- D.; Dymel, B.: Formgedächtnistechnik in Schließsystemen. Tagungsband innosecure 
2015, April 22-23, 2015, Velbert, Deutschland.

Lichte, D.; Wolf, K.- D.: Szenariounabhängige Vulnerabilitätsanalyse im Kontext der physikalischen 
Sicherheit kritischer Infrastrukturen. Tagungsband innosecure 2015, April 22-23, 2015, Velbert, Deutschland.

Lichte, D.; Marchlewitz, S.; Winzer, P.; Wolf, K.- D.: Lösungsansatz zum Umgang mit safety- und 
securityrelevanten Zielkonflikten am Beispiel eines automobilen Sicherungssystems. Tagungsband innosecure 
2015, April 22-23, 2015, Velbert, Deutschland.

Lichte, D.; Wolf, K.- D.: Ein Ansatz zur Bewertung von Topologien dezentraler komplexer Sicherungssysteme
. Tagungsband innosecure 2013, September 25-26, 2013, Velbert, Deutschland.

Iqbal, T.; Wolf, K.- D.; Lichte, D.; Theiß, R.: Digital Watermarking Technique for Counterfeit Detection of 
Electronic Devices. Tagungsband innosecure 2013, September 25-26, 2013, Velbert, Deutschland.

Theiß, R.; Wolf, K.- D.; Lichte, D.: Informationsbereitstellung im Entwicklungsprozess von 
Sicherungssystemen. Tagungsband innosecure 2013, September 25-2, 2013, Velbert, Deutschland.

Theiß, R.; Wolf, K.- D.; Lichte, D.: Rekonstruktion von historischen Trickschlössern mittels 3D- 
Röntgentomographie. Tagungsband innosecure 2013, September 25-26, 2013, Velbert, Deutschland.

Iqbal, T.; Wolf, K.- D.; Lichte, D.: Authentication of Printed Circuit Boards Based on Surface Data Coding. 
Proceedings of the 14th IASTED International Conference on Signal Processing and Image Processing 
(SIP2012), Honolulu, USA, 2012, pp. 189-197.
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. 
Proceedings of the 14th IASTED International Conference on Signal Processing and Image Processing 
(SIP2012), Honolulu, USA, 2012, pp. 189-197.

Theiß, R.; Lichte, D.; Wolf, K.- D.: Application of Shape Memory Alloys in Locking Devices. Proceedings of 
the ASME 2012 Conference on Smart Materials, Adaptive Structures and Intelligent Systems SMASIS 2012, 
Stone Mountain, USA, September 2012.

Wolf, K.- D.: Im Fokus: Security mechatronischer Systeme, BUW Output Nr. 7 (Sommersemester 2012), 
Forschungsmagazin der Bergischen Universität Wuppertal.

Lichte, D.; Wolf, K.- D.: Anpassung des IT- Authentifizierungsmodells an mechatronische Sicherungssysteme
. Tagungsband innosecure 2012, May 23-24, 2012, Velbert, Deutschland.

Han, S.; Wolf, K.- D.; Hanselka, H.: Reliability Analysis of a Smart Structure System considering the 
Dependence on Parameter Uncertainties. Proc. USD2009 (2nd International Conference on Uncertainty in 
Structural Dynamics, Sheffield, June 15-17, 2009). USD09-32.

Han, S.; Wolf, K.- D.; Hanselka, H.; Bein, T.: Sensitivitätsbewertung adaptronischer Systeme bezüglich 
streuender Konstruktions- und Umgebungsparameter. VDI- Berichte 2065 (Tagung Technische 
Zuverlässigkeit TTZ 2009, Leonberg, April 29-30, 2009). Düsseldorf: VDI Verlag, 2009, S. 145-155.

Hering, T.; Wolf, K.- D.: Körperschallanalyse mittels Strukturintensitätsrechnung. VDI- Fachtagung 
Maschinenakustik, Böblingen, 2008.

Back, T.; Wolf, K.- D.: Vorausberechnung der Schwingungsanregung von dynamischen Systemen in 
Abhängigkeit der Struktureigenschaften. 34. Deutsche Jahrestagung für Akustik DAGA, Dresden, 2008.

Doll, T.; Wolf, K.- D.: Modellreduktionsverfahren bei der Regelung von aktiven Systemen zur Minderung der 
Schallabstrahlung. 34. Deutsche Jahrestagung für Akustik DAGA, Dresden, 2008.

Kurtze, L.; Wolf, K.- D.: Maßnahmen zur akustischen Optimierung von Serverschränken. 34. Deutsche 
Jahrestagung für Akustik DAGA, Dresden, 2008.

Wolf, K.- D.; Han, S.; Doll, T.; Kurtze, L.; Bein, T.; Hanselka, H.: Performance assessment of an active noise
 reduction system. 9th Biennial ASME Conference on Engineering Systems Design and Analysis (ESDA), 
Haifa, Israel, 2008.

Han, S.; Wolf, K.- D.: Varianzbasierte Sensitivitätsanalyse: Ein Beitrag zur Bewertung der 
Systemzuverlässigkeit adaptiver Strukturen. 2. DVM Tagung AK Zuverlässigkeit mechatronischer und 
adaptronischer Systeme; 902: 71-80 (2008).

Wolf, K.- D.; Han, S.; Hanselka, H.: Sensitivity based performance evaluation and reliability assessment of 
adaptive systems. Proc. SPIE Vol. 6928, 69281A (2008).

Wolf, K.- D.; Röglin, T.; Haase, F.; Finnberg, T.; Steinnhoff, B.: An electroactive polymer based concept for 
vibration reduction via adaptive supports. Proc. SPIE Vol. 6927, 69271F (2008).

Wolf, K.- D.; Stöber, B.; Sattel, T.: The dynamic coupling and power flow in asymmetric piezoelectric 
bending actuators. Smart Materials and Structures 16 No. 6, September 2007, 2015-2025.

Nuffer, J.; Schönecker, A.; Brückner, B.; Kohlrautz, D.; Michelis, P.; Adarraga, O.; Wolf, K.- D.: Reliability 
investigation of piezoelectric macro fibre composite (MFC) actuators. Adaptronic Congress, May 23-24, 
2007, Göttingen.

Platz, R.; Mayer, D.; Nuffer, J.; Thomaier, M.; Wolf, K.- D.: FMEA zur qualitativen Bemessung der 
Zuverlässigkeit eines aktiven Interfaces zur Schwingungsreduktion in PKW. Tagung Technische 
Zuverlässigkeit TTZ 2007, March 22-23, 2007, Stuttgart, VDI – Gesellschaft Systementwicklung und 
Projektgestaltung, VDI- Berichte Nr. 1984, 317-328.
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. Tagung Technische 
Zuverlässigkeit TTZ 2007, March 22-23, 2007, Stuttgart, VDI – Gesellschaft Systementwicklung und 
Projektgestaltung, VDI- Berichte Nr. 1984, 317-328.

Wolf, K.- D.; Joeckel, M.; Friedman, A.; Loesch, J.: Systemzuverlässigkeit eines aktiven Interface im 
virtuellen Test. Zuverlässigkeit  mechatronischer und adaptronischer Systeme, DVM Bericht Nr. 901 (2006),
 17-26.

Wolf, K.- D.; Nuffer, J.; Platz, R.: Zuverlässigkeitsuntersuchungen an resonant erregten piezoelektrischen 
Biegeaktoren. Tagung Technische Zuverlässigkeit TTZ 2005, April 7-8, 2005, Stuttgart, VDI- Gesellschaft 
Systementwicklung und Projektgestaltung, VDI- Berichte Nr. 1884, 163-173.

Wolf, K.- D.; Gottlieb, O.: Nonlinear dynamics of a noncontacting AFM microcantilever actuated by a 
piezoelectric layer. Journal of Applied Physics, Vol. 91, Num. 7 (2002), 4701-4709.

Wolf, K.- D.; Gottlieb, O.: Nonlinear dynamics of a cantilever beam actuated by piezoelectric layers in 
symmetric and asymmetric configuration. TECHNION Report ETR-2001-02 (2001).

Wolf, K.- D., Gottlieb, O.: Nonlinear dynamics of a cantilever beam actuated by piezoelectric layers. 
Proceedings of the ASME Vibrations Conference, Pittsburgh, 2001, DETC2001/ VIB21489.

Wolf, K.- D.: Electromechanical Energy Conversion in Asymmetric Piezoelectric Bending Actuators. 
Dissertation, Technische Universität Darmstadt, 2000, elektronisch veröffentlicht: elib.tu- darmstadt.de/ 
diss/000094/.

Raman, A.; Wolf, K.- D.; Hagedorn, P.: Observations on the vibrations of paper webs. 11th Annual 
Symposium on Information Storage and Processing Systems, Santa Clara, CA, June 2000.

Wolf, K.- D., Ravindra, B.: Effect of material loss on energy transfer in a laminated beam actuated by a 
piezoceramic layer. Proceedings of the SPIE Conference on Smart Structures and Materials, San Diego, 1998,
 Vol. 3323, 394-401.

Wolf, K.- D., Frese, S.; Hagedorn, P.; Seemann, W.: Thickness- optimization of piezoceramic transducers for 
energy transfer. Proceedings of DETC 97, ASME Design Engineering Technical Conferences, September 
14-17, 1997; Sacramento, California.

Seemann, W.; Wolf, K.- D.; Straub, A.; Hagedorn, P.; Chang, F.- K.: Bonding stresses between piezoelectric 
actuators and elastic beams. Proceedings of the SPIE Conference on Smart Materials and Structures, San 
Diego, 1997, 665-675.

Seeman, W.; Wolf, K.- D.; Hagedorn, P.: Comparison of refined beam theory and FEM for piezo- actuated 
structures. Proceedings of DETC 97, 1997 ASME Design Engineering Technical Conferences, September 
14-17, 1997; Sacramento, California. Conference on Smart Materials and Structures, San Diego, 1997, 
665-675.

Wolf, K.- D.; Hagedorn, P.; Levin, P.; Ludwig, R., Üstündag, A.: A 2D finite element simulation of 
piezoelectrically driven bending waves in the stator of a linear traveling wave ultrasonic motor. ZAMM 
special issue 4, 1996, Applied Sciences, especially Mechanics, 361-364.
 
 
 
Books and book contributions
 
Lichte, D., Wolf, K.- D.: - Quantitative Analyse der Vulnerabilität am Beispiel Verkehrsflughafen. In: acatech
 DISKUSSION; Beiträge zu einer Systemtheorie Sicherheit, S. 121– 132, Herbert Utz Verlag, München, 
22.10.2018, ISBN 978-3-8316-4624-1.
 
Wolf, K- D., Schmidt, Stephan: Smarte Zukunft - Sicherungssysteme im "Internet der Dinge" von Morgen. In:
 bauelement + technik- Jahrbuch 2017/2018, S. 54, Verlag RM Handelsmedien, Duisburg, Oktober 2017.
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